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Al Agents Act at High Speed — Revocation Does Not COMC

One DevOps agent, one session: the identity stays valid long after the intent turns hostile

STAGE1 — THE AGENT TURNS MID-SESSION
e Enrolled e Reads a ticket e Acts o Reports
| | = . = | | = |
Issues its own certificate when the Pulls its context from an external, Queries the production database, Commits the change and closes the
deployment starts. untrusted source. runs scripts, calls internal APIs. ticket automatically.

The ticket carries a hidden instruction — step 2 rewrites the goal, and every later step runs for the attacker.

STAGE 2 — CONTAINMENT ARRIVES TOO LATE
Enrolment Context Alteration Monitor confirms CRL / OCSP updated

Agent  Trusted [ Hostile — same agent, new intent ]

no key is stolen — only its intent changed

Certificate = Valid — path validation succeeds

MINUTES — DAYS requests continue to be admitted

one certificate per agent, so every request 1s admitted i i

Problem: AI agents can perform complex tasks at incredible speed—but what happens if they turn malicious? How do we
contain them?
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Why PKI for Al Agents? COMC

An agent is a stranger to every service it calls — and it have to be monitored and managed

THE ANSWER IS

An Al agent needs an 1dentity that can be managed, verified, validated, and revoked; PKI provides

these capabilities.

FOUR PROPERTIES — AGENT IDENTITY NEEDS THEM, PKI ALREADY PROVIDES THEM

Verifiable Identity Mutual Authentication An Established Trust A Built-in Revocation Path
Chain

Each agent holds its own Every request in the pipeline is CRLs and OCSP are A hostile agent's credential can

certificate and private key — a signed and checked end-to-end, standardised, interoperable be revoked once and honoured

cryptographic identity no shared without a central session store infrastructure already deployed by every relying party — not

API key or password can offer. to compromise. at internet scale. patched at a single endpoint.

What PKI does not yet do is react fast enough. The identity is right; only the speed and the place of withdrawal fall short
— and that 1s the gap this framework closes.
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Related Work

[2] Berbecaru D. G. and Lioy A.

(2023)

[3] Zhang C. et al. (2024)

[11] Sharif R. (2026)

[12] Capability-bound certificates

(2026)

[S] Adapala S.
Alugubelly Y. R. (2025)

[6] Syros G. et al. (2025)

T. R

and

Evaluated X.509 revocation across the web PKI: CRLs and OCSP publish a
status only after an out-of-band monitor confirms the compromise.

Measured revocation in the web PKI and found distribution incomplete, with
relying parties admitting the connection on soft-fail.

Proposed APKI: X.509v3 extended with agent-specific extensions, an agent

naming scheme and transparency logs — richer issuance, status still out-of-
band.

Bound a skills-manifest hash into X.509v3 so any tool change invalidates the
certificate — 1nvalidation follows configuration, not conduct.

Proposed Aegis: decentralised identifiers with zero-knowledge policy checks,
static, rule-based and confined to the transport layer.

Presented SAGA: lifecycle governance over access control, provenance and
sandboxing rather than the status of the credential.

PKI - reactive

PKI - fails open

PKI + agents - issuance
only

PKI + agents - capability-
triggered

PKI + agents - transport

only

Agents - governance only

Recent work gives agents certificates — none of it revokes them on what the agent does.
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Research Gaps and Objectives

Five gaps in revocation as it stands, and the objective each one sets

@® GAPS

GAP 2
Content analysis is
separate from credentials

GAP 3
Enforcement waits on a
remote status lookup

GAP 4
No behavioural or
temporal view of an
agent

Revocation is triggered

OBJECTIVE 1
Decide revocation
inside the verification
path

9™ "%

REVOCATION a
FOR AI AGENTS

a%‘%‘a

GAP 5 OBJECTIVE 5
Only two actions: Add a reversible
admit or terminate middle response

GAP 1

from outside
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https://pkiindia.in /pkiindia

COMC

® OBJECTIVES

OBJECTIVE 2
Bind the content judgement
to the credential

OBJECTIVE 3
Enforce locally; the CA
keeps the signed CRL

OBJECTIVE 4
Accumulate evidence
across the request history
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Framework Architecture

|

‘!
S

Pool

~

REVOCATION PIPELINE

1) Agent Request

LLM Agent

«—— Certificate

CSR

Agent

Telemetry

;[@ Verifier Gateway }

2) Signature

[ @ Crypto-Agile Engine |
(Ed25519/P-256/Ed448) J

{4 3) Certificate

e~  \erifiers Cache Store I

] 5) Inline Revocation

{ﬂ Certificate Authority]

Public Key

BEHAVIORAL DETECTION ENGINE

<
g[TeIemetry Stream]—»[

Behavioral Predictor
(Regex + BERT History

2, ModernBERT Content | Sbert

J

“F Esc)

_____ { . (Iogs fro

Fusion(S) = a-Sburst
+ B-SBERT + y-Svol
+ O-Srate + £-Spred

\

4) Revocation
Decision

Risk

score

f

Scorer
Spred /
__Sburst
. Svol
Srate
; R
{
Audit Log

m all components)

y
Policy Engine
(Multi-pathway
decider)

N

Fig. 1: Verifier-enforced inline revocation architecture integrating certificate verification, behavioral fusion analysis,
and automated revocation within the request-processing path.
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Wieh
COMNC
Verifier-Enforced Inline Revocation

Detection is placed inside the certificate verification path, so enforcement happens in the same request loop

1 2 3 4
Crypto-Agile PKI ModernBERT Content Behavioural Predictor Five-Score Fusion
Engine Scorer Engine
Issues, verifies, migrates and A fine-tuned classifier Tracks score history, intent- Fuses content, burst, rate,
revokes certificates, and holds scores  every  incoming stage progression and volume and predictive scores
the local revocation cache. request for malicious escalation across an agent's into. | one admit-or-refuse

content as it arrives. requests. .

INLINE REVOCATION BEHAVIOURAL PRE-EMPTION

The certificate is blocked as the malicious request arrives, so the A high-risk agent is blocked on accumulated evidence, before its

next request from that agent is refused. first high-severity request.

The inline verifier immediately blocks malicious agents, holds no CA signing key, and caches by certificate serial while deferring
revocation to the CA.
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Experimental Setup and Results

Real malicious prompts, 1,000 simulated agents, four attacker behaviours
DATASET AND SIMULATION

373,645 ModernBERT
prompts in ahsanayub/malicious-prompts base model fine-tuned on a 299k/37k/
— 285,950 benign, 87,695 malicious 37k split

FOUR MALICIOUS AGENT BEHAVIOURS — DETECTION RATE

99.2%

Severity rises step by step from
probing to attack.

96.6%

Benign requests interleaved to
dilute the evidence.

Escalating Slow-burn

27.4% 86.4%

caught on the very first request

caught within five requests

1,000

CrewAl agents — 500 benign, 500
compromised

100%

High-severity request issued with

Sudden-onset

no warning.

0.015 ms

SHGD

COMC

Severity

requests from agent session, graded on a
1-5 severity scale

98.6%

Severity fluctuates with no
monotonic trend.

Random-walk

to enter the verifier’s revocation

cache
AGENT-LEVEL OUTCOMES — 1,000 AGENTS ! 0-961 (956 0942

0.8 0.763
Outcome Agents Share ' 0.657

0.6 —_
Malicious blocked 493 98.6% 04 -
Malicious missed 7 1.4% 0.2 - A

O i | | 1
. . o

Benign revoked in error 54 10.8% Precision Recall F1 score
Benign allowed through 446 89.2% m Standalone ModernBERT (per request) Full framework (per agent)
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Future Directions

Four moves from a verifier-local result to a deployable containment layer

Established: behavioural fusion, not the classifier alone, carries the result — 0.706 F1 per request becomes 0.942 per

. Deployment

Make propagation
authoritative
Carry verifier-local enforcement

out to every relying party, with a
reconciliation protocol for the case
where the CA declines to confirm.

»

agent.

. Detection

Model interaction histories

Sequence-level models over request

histories can learn temporal
enablers of malice — the most
direct route past the 3.2% pre-

emption rate.

»

Learn the intent stages

Replace the hand-written regex

stages with a trained

classifier, and

stage
strengthen  the
content model that fusion is built
on.

Harden against evasion

Adversarial training against score-
targeted evasion, plus domain
calibration to bring the 10.8% false
positive rate down.

Bounded Enforcement is local to the verifier, and only 3.2% of malicious agents are stopped before their first high-
severity request.
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COMC

Conclusion - What the Framework Delivers

Three things the framework does that conventional revocation cannot

Blocks malicious agents inline Re-credentials suspicious agents Leaves legitimate agents alone
The certificate 1s revoked inside the Crypto-agile = migration  reissues  the Benign traffic runs untouched, and the CA
verification path, in the same request loop, so credential under another  algorithm, keeps lifecycle authority over the signed
the next request from that agent is refused. invalidating the session instead of ending the CRL throughout.

agent.

Detection and enforcement in one request loop — no remote status lookup, and the CA keeps authority over the signed CRL.

Verifier-enforced inline revocation as a containment primitive for autonomous agents.
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